SAWA: An Assistant for Higher-Level Fusion
and Situation Awareness

Christopher J. Mathels Mieczyslaw M. Kokat', Kenneth Baclawskr, Jerzy A. LetkowsKi', Catherine Cal
Michael Hinma#, John Salerrfo Douglas Boulware
versatile Information Systems, Inc., Framingham, NUSA 01701
“Northeastern University, 360 Huntington Avenue, BasMA, USA 02115
%Western New England College, 1215 Wilbraham Roadn8field, MA, USA 01119
“Air Force Research Laboratory, 525 Brooks Road, &ddY, USA 13441

ABSTRACT

Situation awareness involves the identification amzhitoring of relationships among level-one olgecthis problem
in general is intractable (i.e., there is a potdiytiinfinite number of relations that could bedkad) and thus requires
additional constraints and guidance defined byuser if there is to be any hope of creating pratstuation awareness
systems. This paper describes a Situation Awasefssistant (SAWA) that facilitates the developmehtiser-defined
domain knowledge in the form of formal ontologiesdarule sets and then permits the application ef domain
knowledge to the monitoring of relevant relatiorss they occur in evolving situations. SAWA includemls for
developing ontologies in OWL and rules in SWRL amdvides runtime components for collecting eventdatoring
and querying the data, monitoring relevant relagiamd viewing the results through a graphical ustrface. An
application of SAWA to a scenario from the domaispply logistics is also presented.
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1. INTRODUCTION

The essence of situation awareness lies in thetororg of various entities, physical and abstrast,well as various
relations among the entities. Since the propertiegelations, unlike the properties of objects, anat directly
measurable, one needs to have some background éahgev(such as ontologies and rules) to specify tooderive the
existence and meaning of particular relations. ifstance, in the domain of supply logistics, relas like “suppliable”
or “projected undersupply within 2 days” need todystematically specified. Typical relations in ditary context
would include relations such as “unit aggregatiantd “composition of the force”. The number of paoiaiy relevant
relation types is practically unlimited. This prete a great challenge to developers of generalgsarpsituation
awareness systems since it essentially meansublatsystems must have the potential to track asgipte relation. In
other words, the relation determination algorithmgst be generic, rather than handcrafted for eaelial kind of
relation. Furthermore, in order to derive a spediélation one often needs to access a numbertafsdarces and then
combine (fuse) their inputs. One way to addressdludallenges is to use generic reasoning toalh, asithose based on
the principles employed by automated theorem peovdbwever, to take advantage of this approactnfdrmation
must be available in a formally defined knowledgséa

At Versatile Information Systems, Inc., we are deping a collection of flexible ontology-based infieation fusion
tools needed for identifying and tracking user-dedi relations. These tools collectively make up Situation
AwarenesdAssistant BAWA). The purpose of SAWA is to permit the offline éépment of problem specific domain
knowledge and then apply it at runtime to the fusimd analysis of level-one data. Domain knowleidgeaptured in
SAWA using formal ontologies, portions of which arged to represent the incoming stream of levelevest data. The
user controls the system situation monitoring regraents by specifying “standing relations”, i.@ghilevel relations or
gueries that the system is to monitor. SAWA presidch flexible query and monitoring language that loa used to
request information about the current situatioredprted situations, and request notifications afrent or potential
future emergency conditions. In this paper we dlesche structure and capabilities of SAWA andvehits use on
examples from the supply logistics domain. In paitr, we show how to develop an appropriate ogioland
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associated rules, how SAWA collects and processasning events and how it communicates with the. U8k also
discuss the advantages of the approach as compiledther solutions that we are aware of.

2. GENERAL APPROACH

We view situation awareness as a fusion probleraoliiivg the identification and monitoring of highereler relations
among level-one objects. As mentioned in the duodion, practical solutions to this problem requirser-defined
constraints, which we usually identified with apoes of knowledge specific to a domain of interegterwise known as
domain knowledge The use of domain knowledge requires a formegfr@sentation and a means for processing or
reasoning about the knowledge representations. heRahan developing ad hoc representations we atwothe
leveraging of existing standards. We also beligivengly in the value of formal representationst then be used in
conjunction with generic yet formal reasoning sgste Our approach to domain knowledge representatibich we

will describe shortly, is thus premised on usetahdards-based formal representations.

Even with appropriate domain knowledge the numkfepassible relations definable within the domairowtedge
constraints can remain intractable. To furtherst@in a situation we believe it is necessary tovksomething about
the user’s specifigoals By knowing more specifically what the user i®king for, automated systems can focus
attention on just those events and candidate oekatihat are relevant. Our processridevance reasoningas been
reported elsewheteand will not be explained in detail in this papewe will summarize, however, by saying that
relevance reasoning takestanding relation(i.e. a goal) from the user, identifies the portaf the domain knowledge
that is relevant to the standing relation, finds #itributes in the domain knowledge that must toeirgded in input
events and uses these attributes to identify wipetst of objects and which of their attributes neelde monitored in the
event stream. With this mechanism, the large nurmb@bjects and attributes in a situation can bee@ down to a
more manageable stream of data in which only a epatiyely small number of relevant relations musntonitored.

2.1.0ntology Representation in OWL

In our current efforts we have been exploring the af recent developments for the Semantic 3Weéb particular we
have chosen to use the Web Ontology Language Dit_defining ontologies that serve as the basisdiaa and
knowledge representation within our situation awass systems. The advantages of using OWL inclindefact that it
is defined by a formal set of semantics and thetettare a growing number of automated systemsritoafty process
OWL documents, including editors, consistency ckesland reasoning engifles

OWL was designed to capture the classes, propemiésestrictions pertinent to a specific domals such, OWL can
capture basic class hierarchies, properties amlaisgas and data and simple constraints on thopenies and classes.
OWL, however, cannot capture all types of knowledglevant to a given domain. In particular, it se®t provide a
way to represent arbitrarily complex implicatioms,which knowledge of the existence of a collectwinfacts (X,
X,...X,) implies the truth of some other information (iX; v X,v ...X,® Y). For example, there is no way in OWL to
define the relationship of “uncle(X,Y)” which regqes knowing that X is male, X has a sibling Z, ahtas a child Y.
The joining of collections of interrelated factsarimplication rules as illustrated in this exam@erzery common when
defining relationships important to domains invalyisituation awareness. We therefore need théyabil define
portions of our domain knowledge using a rule laagg) and for this purpose we have selected the i8enmdeb Rule
Language, SWRL

2.2.Rule Representation in SWRL

SWRIL is built on top of OWL and, like OWL, has arfwlly defined semantics, making it a natural chdimr use in our
situation awareness applications. SWRL does, hewdnave some shortcomings that make it less theal.i Because it
was officially introduced as a draft recommendatiojust the spring of 2004, it is relatively newdais still evolving;

this means there are few tools and applicationsi$er with SWRL and it remains a moving target whitdly undergo
radical changes that will introduce inconsistend@msearly adopters. Furthermore, SWRL predicates limited to

binary arity. While it is possible to represenhcepts dependent on higher-arity relations usindiREWhe process of
doing so significantly complicates the resultindes) making them difficult to read and maintairtil,.She advantages
of SWRL justify the exploration of its use for sition awareness, which can be seen as one of fketiobs of our

current work. Our results do not as of yet prosdéficient evidence on which to fully judge SWRIfigure potential in

this area.



2.3.SAW Core Ontology

We are interested in building systems for situa@rareness that are generic in nature. Thatsayahat the systems
should be applicable to a wide variety of problesmdins simply through the redefinition of the domkinowledge that
they use. For this approach to work, some coreemis need to be established that will be usethebasis for the
development of specific domain knowledge ontologied rule sets. For this reason we have develap@dW Core
Ontology that serves as the representational fdiomdaf all domain knowledge that is built on topib We have
reported on this core ontology in earlier papensd will not describe it in detail here. A sinfigdl version of the
ontology is shown in Figure 1 with the key concdpttng use of objects that have attributes witttifigevalues being

defined by external events that occur over timegddition, relations combine pairs of objects withth values defined
over time by the firing of rules that define théat®ns.
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Figure 1: SAW Core Ontology. This ontology serassthe basis for all domain specific ontologied arie sets. According to the
ontology a Situation consists of Objects and Refatiand a Goal (standing relation). Objects hawebiteTuples that are associated
with specific Attributes and a collection of AtttiteValues defined according to ExternalEvents. afR@is are realized through
RelationTuples that connect pairs of Objects withaRonValues defining by the firing of Rules.

3. SAWA HIGH-LEVEL ARCHITECTURE

The SAWA High-Level Architecture has two aspectsshswn in Figure 2: a set of offline tools for Kmedge
Management and a Runtime System of componentspfayiag the domain knowledge to the monitoring wbleing
situations. The knowledge management tools incerd@ntology editor, an ontology consistency cheelra a rule
editor. The runtime system consists of a Situakitanagement Component (SMC), an Event ManagememipGoent
(EMC), a Relation Monitor Agent (RMA), a Triples fa8ase (TDB) and a Graphical User Interface (GUI).
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Figure 2: SAWA High-Level Architecture. On thdtlside of the diagram is the Knowledge Managenseiite of tools that is used
to develop the domain knowledge (dk) that serveimpst to the Runtime System, shown on the rightchside. The user interacts
with the system through the GUI by issuing standielgtions (goals) and queries. Events from theside world come into the

runtime system and are processed for redistributiather components by the Event Management Coemid&MC).

4. SAWA KNOWLEDGE MANAGEMENT

Knowledge Management in SAWA is handled by a lopselupled suite of tools for developing and maimitag OWL
ontologies and SWRL rule sets.

2.4.0ntology Editor

The OWL language is based in RD®hich has an XML-based representation. As sanl,text or XML editor could
be used to develop OWL ontologies. The manualrmpdif OWL is, however, tedious and prone to erroaking
specialized editors highly desirable. There arumber of editors available for OWIbut the most widely used is
Protégé Protégé is a general-purpose ontology managesystem developed long before OWL but for which OWL
plug-ins have been developed. Using Protégé whighbiasic OWL plug-in permits the use of Protégéssne-based
editor to construct OWL classes, properties anttictisns among them as well as to develop anmmiatifor OWL
ontologies. This approach is adequate but notoasemient as a graphical editor that allows theialiglisplay and
manipulation of the relations between objects amupe@rties. Fortunately there is a plug-in for Bgdt called ezOWL
that provides a graphical editor on top of the baBWL-plugin. All of the ontologies depicted inighpaper are
screenshots taken from ezOWL. EzOWL has its litiites (for example it does not cleanly display mtran two
properties between two classes) and does not alpeghice correct OWL code, but it is currently thest available
visual editor for OWL and does a satisfactory jotmvided the resulting code is checked for conseste

2.5.Consistency Checker

Developing an accurate and consistent ontologpi®asy, particularly as the complexity of the doniacreases. For
all but the most trivial problems it is imperatitheat newly constructed ontologies be automaticadlljdated for logical
consistency; this is also invaluable when combiningjtiple ontologies that may individually be caostsint but are
collectively incompatible. It has been the autherperience that seldom is the first design obatology complete and
consistent, and the use of consistency checkint thas saved tremendous amounts of development SAB/A
includes ConsVISd?, an OWL/RDF consistency checker, in its suite mblledge management tools. ConsVISor is
both a standalone Java application and a free Wahic® provided by Versatile Information Systemsc.| at
http://www.vistology.com/consvisor. Figure 3 shoavsnapshot of the Web Service version of ConsVISor

ConsVISor's purpose is to analyze OWL and RDF danis looking for symptoms of semantic inconsistesicNot
only does it detect outright semantic violationsl$o identifies situations where logical implicats have not been fully



specified in a document. For example, if an orgglplaces a minimum cardinality constraint on aperty for a
specific class and an instance of that class iatedewithout having the minimum number of propergjues, an
informative message is provided as shown in Figur&mphasis is placed on providing highly informatfeedback
about detected symptoms so as to aid the correctiaamderlying errors by the human user. ConsVEoutput
however is based on an OWL-based Symptom Ontdl@md as such can produce symptom reports in OWlctabe
automatically processed by other OWL-cognizant @ots.
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Figure 3: ConsVISor. This screenshot shows sanipldlL-based output from the ConsVISor Web Servicailable at
http://www.vistology.com/consvisor. Whereas thiSML output is intended to ease processing by huosars, ConsVISor’s output
may also be received as an OWL document for autmr@atocessing by other programs that understand OWL

2.6.Rule Editor

SWRL rules in their XML representation are syntzaity and (frequently) semantically difficult toa@ and write. It
was therefore decided that SAWA needed an easgdceditor to assist in the construction and maariea of SWRL
rules. With SWRL being so new, there were no SVélitors available and so we decided to implement aich we
are calling RuleVISor. A screenshot of RuleVISeiny used on a rule set for the Supply Logistienacio described



in Section 6 is shown in Figure 4. The rules aspldyed along the top left hand side of the editoa directory style
layout for easy selection and high-level scannifidhe rule that is currently being edited appearsnio forms in the

right-hand section of the editor. At the top oistBection is the display of the contents of thie head and body in
either an easy to read atomic form, which is shawthe screenshot, or as raw SWRL code (not shov®low this

display is the section where editing of the ruleetaplace, including the optional naming of eadk.rurhis section is
split into a portion at the top for editing the Heallowed by a portion for editing the body. Witreither of these the
user has the option of adding or deleting binaoyrst atomic atoms, instances, data value rangebuiltdn functions

simply by clicking on the appropriate icons. Eathuse in a rule head or body appears in a threeregion that

provides the name of the atom, the terms it operater and possibly other constraints such as tgpe restrictions.
The values of the terms can either be typed irhbyuser or dragged from other areas of the ediftye primary source
for dragged items is the Ontology Tree that appiettse lower left hand corner.

The Ontology Tree displays the contents of the logtes upon which a rule set is to be built. Ofsmioterest here are
the Classes and Properties of the ontology, whietuaed to populate the term slots of atoms usékinule heads and
bodies. Class and Property names may be draggauyttext entry box in the editor but they will gride accepted by
the box if the value being dragged matches the thia¢ the box expects. This form of primitive typbkecking
represents the beginning of a much more sophisticablicy for consistency checking based on Cone¥IBat is
planned for a future version of RuleVISor.

RuleVISor is currently in alpha testing but hasrbesed extensively for rule development purposethbyauthors and
has proven to be a great time saver over the maditthg of SWRL rules. Perhaps the biggest acagsafforded by
RuleVISor is the ability to deal with rule defirati at a conceptual level that abstracts out théastio complexities of
the XML-based representation of SWRL. RuleVIS@oahssists with the generation of Jess rules laasita built in
translator that understands some of the more sobtiglexities of converting from SWRL to Jess.

Figure 4: RuleVISor. This screenshot of the RueM SWRL editor shows its use on a set of rulesl ligethe Supply Logistics
scenario described in Section 6.



5. SAWA RUNTIME SYSTEM

The SAWA Runtime System, also called the SAWA Ergiis depicted in Figure 5 along with the commutiice
channels between its sub-components. SAWA is imptdged in Java, includes Jess as the basis foeamsoning
functions and uses our proprietary RDF/OWL/XSD pars The SAWA Engine consists of the following sub-
components: the Situation Management ComponentQ)SMhich is the system’s central controller, theefv
Management Component (EMC) which processes allnitg events, the Relation Monitoring Agent (RMA) ialh
monitors relevant events for the status of relaioccurring in the evolving situation, the Trip[@ataBase (TDB) which
maintains a historical record of all situation eigeand permits the processing of queries, and ttepl@cal User
Interface (GUI) which handles all user interactiaith the system. The function of each of these poments is
described further in the subsections that follow.

Figure 5: SAWA Runtime System. The communicatimkd between the various SAWA components are shwitim solid lines
representing permanent connections and dottediligsating transient connections.

2.7.Situation Management Component

The Situation Management Component (SMC) is thérakoontroller for SAWA. It interacts with the Gltb provide
options to the user and to accept the user’'s comdsm#tmstart, stop and query situations. In addljtibserves as the
communication channel between the GUI and the TBb# RMA. The SMC initializes the monitoring of sitions by
instructing the EMC to start listening to spec#ieent streams and informs the RMA, TDB and GUI liowonnect to
the EMC to receive their appropriate streams o€gseed events. The SMC is also responsible féonpeng relevance
reasoning and for passing the appropriate set@faat rules to the RMA and the set of relevaneoty and attributes to
the EMC.

2.8.Event Management Component

The Event Management Component (EMC) receives rageaf raw event data and converts them into apjatspr
streams of events for the GUI, RMA and TDB. Eatkhese components receives a specific type oftestesam: the
RMA only receives relevant events encoded as dessafted triples; the TDB receives all events ia fbrm of OWL
triples; the GUI receives relevant events in thenfof object-attribute instances. The raw inputains are expected to
be annotated using an event ontology with referete®bjects defined in the core ontology and fhgrepriate domain
ontology. The event ontology currently being use@AWA is shown in Figure 6. This event ontoldgyknown only
to the EMC which converts all event informationoirgppropriate structures for the other componéhts;solation of
the other components from the event ontology wam o as to permit the use of other event ontotadggendent upon
the source of the event streams (which at this tin@esimulator of fused level-one object data).



Figure 6: Event Ontology. Simple ontology usedepresent incoming events for processing by the EM&ch Event describes one
or more Objects each having one or more Attribfdesvhich a value and certainty measure are defined

2.9.Relation Monitoring Agent

The Relation Monitoring Agent (RMA) performs thesitaof monitoring the stream of relevant events detcting the
truth value of relevant relations that might existween objects occurring in the evolving situatidime RMA performs
this task using the relevant rules defined by tbenain knowledge in conjunction with the standintatien. These
relevant rules are processed in the forward-chgifiate network of a Jess inference engine. Astsvame in, they
are processed through the Rete network and asith nesy end up firing one or more rules. The firiof a rule results
in the instantiation of a relation that is thenagdpd to the GUI via the SMC. At the moment alkrirings result in
relations that have an associated certainty raifng10 (i.e., 100%). We are working on a new impdstation of the
reasoning engine that will incorporate uncertairggsoning and will thus afford the detection ofatieihs having
incomplete certainties.

2.10.Triples Database

In RDF and OWL all information is represented ie florm of triples. Each triple represents a praichat relates a
subject to an object. For example, to state thatisSa SupplyStation requires a triple of the for@2 rdfitype
SupplyStatiort. More complex knowledge structure can be repredemsing collections of interrelated triptégsee ).
The triples representing the domain knowledge, irgauit and the incoming events all need to be raaiet in a way
that they can be readily processed. In SAWA thizdcomplished through the Triples DataBase (TDB).

The TDB'’s primary purpose is to maintain an acaitastory of all events so that they can be qudriethe user at any
time. It is currently developed on top of Jess arakes use of Jess’ built-in query capabilitiegntplement an engine
for OQL: OWL Query languad@ The TDB also supports “what-if’ queries in whiahset of hypothetical facts are
asserted, a query is run to produce what-if resaltdl the hypothetical facts are retracted alorty ali facts deduced
from them. The TDB accomplishes this what-if calighbusing the “logical” retraction feature of JesWhile both the
general query mechanism and the what-if query nmastra work as designed, they are quite inefficientl anot
particularly suited for new real-time operationSonsequently we are in the process of developimgam inferencing
and query engine optimized for the processingiplets.

2.11.Graphical User Interface

The Graphical User Interface permits the user fmédestanding relations, execute queries and motfi current state
of events, objects, attributes and relations. us on a Supply Logistics scenario (described énrtbxt section) is
illustrated in Figure 7.

6. A SUPPLY LOGISTICS SCENARIO

SAWA is currently being applied to the domain oppgly logistics. A simple scenario based on theceph of supply

lines has been constructed for the purposes of dstmading the basic system functions. The godsanding relation”

for this scenario is to constantly monitor the tiela “hasSupplyLine” for all friendly units. A spfy line is defined as
the existence of a continuous path of roads unéardly control connecting a unit (e.g., B5, B&;.eto a supply station
(e.g., S1). The specific layout for this scenaan be seen in the map display in the GUI screansh€éigure 7. Roads
connect pairs of regions (their centroids indicatgdsolid dots). There are six friendly blue urfite., B5, B6, B7, B9

and S1), including one supply station (S1), andwrfeendly red unit (R1).

! For simplicity we are here ignoring the use of eapaces on the subject and object.



Figure 7: The SAWA GUI. The GUI provides the medar specifying the standing relation (i.e., gpaecuting queries, and
monitoring the evolution of events, objects, atités and relations. Objects and attributes a@alied in the Situation Object Table
and also on the Situation Object Map. Relevardtimis appear in the Relevant Relations table disasan the Relevant Relation
Diagram. Clicking on objects on the map or eventgects or relations in the tables brings up a wiriow of supplemental
information as shown in the figure for Unit B8. el'tials in the upper right hand corner are usednfmnitoring the performance of
the inferencing engine.

The screenshot in Figure 8 shows the simple suppigtics ontology that goes along with this scemaiNote that all of
the classes in this ontology are implicitly subsskes of the Object class in the SAW Core Ontolazscdbed in Section
2.3 — this is necessary for the domain specifiologly to work with the otherwise generic mechanissththe SAWA

Engine. Note also that this ontology is a groagpéification of what would be expected for a mommplete ontology
necessary to support more practical supply logisticenarios (which the authors are currently warlom). This

ontology was created using ezOWL, which producedsttreenshot shown in Figure 8 as well as the Ovde wised in
the running of the scenario.

The rule set developed for this scenario is pdytetiown in the screenshot of RuleVISor in FigureThese rules define
that a unithasSupplyLinéf the unit is in a region thasSuppliable A regionisSuppliablef it hasSupplyStatioand is
underFriendlyControlor if it is connected to another region byassableroad and that other regiosSuppliable A
region isunderFriendlyControlf it contains a friendly unit. A regiohasSupplyStatioif the region contains an object
and that object is a supply station (note that thteer obvious sounding rule is an implicationt ttannot be readily
captured in OWL alone).



Figure 8: Simple Supply Logistics Ontology. Thimpgle ontology captures just enough informationdeeefor reasoning about
supply lines, which serves as the standing relatioour supply logistics scenario. Each of thessés represented in the ontology is
actually a subclass of the Object class definalerSAW Core Ontology shown in Figure 1.

To simulate the running of the scenario severgbsinats where developed as OWL annotations to défmestate of the
world at sequential time slices. In each timeeskme of the units was moved around in such a mam¢o create
changes in the set of relations that would hole.triThese snapshots where then presented to angu@AWA
application in which the user specified the stagdielation to behasSupplyLineas applied to all friendly units. The
system correctly detected the standing relatioashbld true at each time slice and reported thask to the GUI which
displayed them for the user; the GUI screenshbignre 7 shows the display after a couple of titeps.

7. CONCLUSION

This paper described the Situation Awareness As#iSBAWA. SAWA is designed to monitor the evadatiof higher-
order relations within a situation using formal ageheric reasoning techniques for level-two fusidrhe system is
grounded in the use of the formal languages of Okl SWRL, which permit the representation of orgms and
rules. For a specific application of SAWA, a domaheory consisting of a domain specific ontologyd aa
corresponding set of rules are first constructedeosed from a previous application. A standirigtien, or goal, is
then defined by the user, which is used to detegntive relevant portion of the domain knowledge tfee current
objectives as well as to identify the relevant objend object-attributes that the system needsduwitor in the event
stream. As relevant events are detected theyamsed on to the relation-monitoring agent, whicilyaes them for the
possible occurrence of higher-order relations. higther-order relations are detected they are pasaéa the GUI,
which displays them in both tabular and graphicaihfs for the user along with other data pertairtmghe events,
objects and their attributes. The GUI also prositlee capability for querying the system'’s tripltabase using basic
OQL queries or with “what-if" queries that can puzeé hypothetical situations against which a quemun. A scenario
from the domain of supply logistics was briefly deised.
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